Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


Message Text 

CONFIDENTIAL 

PAGE 01 BONN II482 I2I556Z 
ACTION EUR- 1 2 

INEO OCT-OI ISO-00 OC-06 CCO-00 /0I9W 

022186 I2200IZ/63 

R 121550Z JUL 77 
EM AMEMBASSY BONN 
TO USMISSION USBERLIN 
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CONEIDENTIAL BONN 1 1482 

E.O. 1 1652: GDS 

TAGS: PGOV, ACMS, WB, GW, US, UK, PR 
SUBJECT: ELCROVOX SYSTEM IN BERLIN 

REF: (A)USBERI695 

1 . AT OUR REQUEST, VON ARNIM OP FRG REPRESENTATION 
ON BONN GROUP HAS LOOKED INTO THE SUBJECT OP REFTEL. 

HE REPORTED TODAY THAT THE CRYPTO KEYING MATERIAL WAS 
RECEIVED BY THE BUNDESWEHR'S STREITKRAEPTEAMT SEVERAL 
WEEKS AGO. IT HAS SINCE BEEN GIVEN TO THE BERLIN 
SENATOR POR THE INTERIOR AND HAS PROBABLY 
REACHED PROFESSOR HEIMANN BY NOW. VON ARNIM SAID 
THAT THE POREIGN OPFICE HAS NO OBJECTION TO THE SENAT 
BEING ABLE TO COMMUNICATE WITH THE THREE MISSIONS 
IN BERLIN VIA A SECURE VOICE SYSTEM AND SUGGESTS 
THAT ANY TECHNICAL PROBLEMS BE DISCUSSED IN BERT , IN. 
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